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CUCTEMA BEPUOUKALIMIN YAOCTOBEPEHMA AMYHOCTH
HA OCHOBE TEXHOAOI'MY BLOCKCHAIN

IocesimeHo Bompocy obecedeHnst 6€30IIACHOCTH IIePCOHAABHBIX AAHHBIX C IIOMOIIBIO CHCTEMBI BepH-
uKanMH, OCHOBAaHHOH Ha TEXHOAOTHH PaCIPEACACHHOTO PeriucTpa. AKTYaAbHOCTb COOTBETCTBYIOMeit
mpobAeMbl 00YCAOBAEHA B IIEPBYIO OYEPeAb POCTOM UHCAA HPECTYIIACHHMI, CBS3AHHBIX C IOAAEAKOM
AOKYMEHTOB ¥ COOTBETCTBYIOLelT 3apadeii obecredeH s 6e30IaCHOCTH [IePCOHAABHBIX AQHHBIX, PETAd-
MEHTHPOBAaHHOH PAAOM OCHOBOIOAATAIOMX HOPMATUBHbIX IIPABOBBIX aKTOB. YAEASETCSA 3HAYMTEABHOE
BHUMAaHMeE TeXHUYeCKUM BOIIPOCAM CO3AAHHOM CHCTeMbl BepuuKanuu. PaccMoTpen aAroputm, Aexa-
M B OCHOBE Pa3pabOTAHHBIX IIPUAOKEHHUM AAS IIPOBEPKU AAHHBIX C IIPUMEHEHHeM TeXHOAOTMH pac-
IPeAeACHHOTO PerHCTpa.

Karwuesvie crosa: 6a0KIeitH, BepudHKALHS AAHHBIX, KHbepbesomacHocTs, QR-KoA, Xelm-QpyHKI.

S.R. Nabiev, B.R. Nabiev

ID VERIFICATION SYSTEM BASED ON BLOCKCHAIN TECHNOLOGY

The purpose of this paper is to go into detail on how to ensure the security of personal data based on
a verification system based on distributed registry technology. The relevance of the corresponding prob-
lem is primarily due to the increase in the number of crimes related to forgery of documents and the
corresponding task of ensuring the security of personal data regulated by several fundamental regulatory
legal acts. For example, GDPR provides residents of the European Union with the potential of complete
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control over their data and increases the responsibility of companies for violation of security standards.
When carrying out verification of identities by traditional methods, a number of problems are very likely
to arise, including the illegal collection of personal data and their use in fraudulent transactions, the high
quality and complexity of recognizing forged documents, as well as unauthorized changes to records in
centralized databases. This paper pays considerable attention to the technical issues of creating an identi-
ty verification system following newly accepted privacy and identity regulations. The proposed identity
verification system utilizes iOS and Android mobile apps that are connected to the decentralized DB
which utilizes distributed registry technology. The created system also permits the ability of the keys
pre-syncing which gives an opportunity to the verifier for offline validation of the provided data.
Keywords: blockchain, data verification, cybersecurity, QR code, hash function.

Besedenue

PacnipocTpaHeHue 1 pa3BuTHe [UPPOBBIX TEXHOAOTHI IIPHBEAOK OeCIIpelieAeHTHOMY POCTY
MACCHBOB IIepCOHAABHBIX AQHHBIX; BMECTe C TeM BO3POCAO H YHCAO CAy4YaeB MOIIEHHHUYECTB
C IIEpPCOHAABHBIMU AQHHBIMU U AOKYMEHTAMH, YTO HAHOCUT 3HAYUTEABHBIN BPeA FOCYAAPCTBEH-
HbIM U 00ILIeCTBEHHBIM OPraHU3ALMsM, [IPaBaM U HHTEPecaM IpakAaH. IToAyurB macmoprHblie
HAM APYyTHe NepCOHAAbHbIE AAHHbIE, MONIEHHUKH MOTYT HCIIOAb30BAaTh AQHHBIE SKEPTBBI AAS
CO3AQHUS IIOAMEHHOHN AMYHOCTH B IJeASIX IPOBEACHHS MONIEHHUIECKHX CXeM; CO3AABATh «3ep-
KaAbHbBIE> YAOCTOBEPEHI [2]; PacIopspKAThCS CPeACTBaMK OAaHKOBCKUX KapT; COBEpIIATD He-
3aKOHHbIE ACFICTBHUSI C HEABIDKUMOCTBIO; OQOPMASITh KPEAUTHI B OAHKE U T.A.

AKTyaAbHOCTb AQHHOM IPOOAEMbI IOAYEPKHUBAETCSI POCTOM YCHAMI B OOAACTH PasBUTHSA
HOPMAaTHUBHBIX AOKYMEHTOB, PeTAaMEHTUPYIOLIUX IIPOLIeCCH cOOpa, aHAAU3A U [TePEAAYH Iep-
COHAABHBIX AQHHBIX 10 BCeMy MHUPY. B AaHHOM KOHTeKCTe HEOOXOAUMO OTMETHTB, YTO C Masi
2018 r. EBpomnerickuil coo3 mepeleA Ha OOHOBAEHHBIE IPABHAA 0OPAbOTKY IepCOHAABHBIX
AQHHBIX, IpeacTaBAeHHble B O0IeM peraamMeHTe MO 3alliTe AAHHDIX (GDPR - General Data
Protection Regulation). PeraamenT mpeaocraBaser peaupeHTaM EBporneiickoro cox3a BO3MOX-
HOCTb ITOAHOTO KOHTPOASI Hap CBOMMH HEePCOHAABHBIMU AQHHBIMH U TIOBBIIIAET OTBETCTBEH-
HOCTb KOMIIaHHI1 32 HapylLIeHHe HOpM be3omacHOCTH. BoAee TOro, peraamMeHT UMeeT IKCTEp-
PHUTOPHAAbHOE AEHCTBHE, I09TOMY HU3AOXKEHHbIE B AAHHOM AOKYMeHTe IIPaBHAA IPUMEHSIOTCA
Y K POCCHUIACKMM KOMIIaHUSIM, 00pabaThIBAIOIUM IIEPCOHAABHbBIE AQHHbBIE PE3UAEHTOB M IPaXK-
aaH EC. Yro xacaeTcsa Poccun, To peficTByromee 3aKOHOAATEABCTBO B cpepe MepCOHAABHBIX
AauHbix B Poccun u B EC mop06HbI, Tpe6oBaHUS OTPaKaloT 0OIyye IPUHIUIIBL 06ecIede s
[paB CyOBEKTOB, OAHAKO CTEIIEHb AETAAU3ALIMH IIOAOXKeHUI1 B peraamenTe EC 6oaee BbicOKas,
gyeM B 3akoHax Poccuiickoit Qepeparnu [1], 9TO cymecTBeHHO MOBbIIAET ypOBEHb 3aIUTHI
HepCOHAABHBIX AQHHBIX.

Texrorozumeckue 0cHO8bL CucMeMbL Bepugémcauuu AUYHOCU

AAST AeMOHCTpAIINK BO3MOXKHOCTeH IIPUMeHEH ST HOBBIX TEXHOAOTHIT AASI PeLIeHHsI IPO0OAe-
MBI BepHUKALIUI AOKYMEHTOB H AMHOCTH OBIAQ pa3paboTaHa cHCTeMa BepHPUKALIUK YAOCTO-
Bepenwmit ¢ mpumenenueM texuoaorun blockchain (aas iOS u Android). Cucrema mossoaser
IPOBEpPsIEMOIT CTOPOHE He IIPEAOCTABASITH U30BITOUHYI0 HHPOPMALIUIO, @ IIPOBEPSIOLIEH CTO-
POHe, OCYILeCTBUB BepUPUKALIHIO, OBITH IIOAHOCTBIO yBEPEHHON B IOAAUHHOCTH MHGOPMALIHIH;
TaKUM 06Pa30M, CHIDKAIOTCS] PHCKH AASI BCEX AKTOPOB AQHHOTO IIPOIIeCca.

B cospanHOM crucTeMe BepHHKALMK AMYHOCTH AAS IIPOBEPKH IIEAOCTHOCTH AAHHBIX IIPH-
menstercs SHA2S56 (ucnoabsyemas B Bitcoin) [11]. B 6yaymem AAs IpeAOTBpamjeHust aTak
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C HCIIOAB30BAaHHEM KBAHTOBBIX KOMIIBIOTEPOB KPHITOrpaduuecKas Xem-QyHKIUS MOXKeT
OBITH 3aMeHeHa APYTUM aAropuT™MoM (Hampumep, Lattice-based cryptography [8]). Aas yao6-
CTBa IIepepaun U 00paboTKH MHPOpMALMU AaHHbIe 3anuchBaoTcst B JSON-popmare. Aasee
noanbiit JSON-daiia TOATIMCHIBAETCS KAIOYOM OSAAMNTHYECKOH Kpunrorpaduu (craHAapT
NIST) [7]. Xem ot Bcero JSON-¢aitaa 3amndpoBbIBaeTCs 3aKPHITHIM KAKOYOM, YTO SBASET-
Cs1 9AeKTPOHHOM MOAITMCEHI0, KOTOPYIO MOXKHO BepUPHUIMPOBATh OTKPHITHIM KalouoM. Mudop-
Marst o nupoBoii moamucu xpanurcst B public blockchain ¢ ucnoassoBanmem Texnosornu
Openlndex Protocol [ 10]. Takum 06pasom, MeTapaHHbIe (XeII-TIOATIUCH AOKYMEHTa) XPaHATCSA
B FLO blockchain [$] 1 HapexxHO 3amuimeHs! 0T GparbcUPUKALH yoKe BHECEHHDIX M COXPAHEH-
HbIX AQHHBIX.

Aaaee mpepcraBaeHsl ABa mpumepa JSON-darisa, KOTOpBIE IEPEAAIOTCS AAS ITOATBEPXKAE-
HIHSI AOCTOBEPHOCTH AQHHBIX. B ImepBoM IpuMepe IOATBEPKAAETCS COBepIIeHHOAETHE IIPOBe-
psiemoro.

Awucrunr 1. Bepuduxanus coBepiieHHOASTHA

Listing 1. Age of majority verification

{

“Data”:

{
“Base64Image”: “/9jjifewjijflkmkiouhy82y2ygl2g...”,

» o«

“passed_age of majority”: “true”

)
“SHA256SignedWithEC”: “MEUCIEVkdqXBSn7iFjETcb11Sbaqpfu0aCvgx+YStvCxcP2f
AiEA6mtitf HLUuzHHGFQOf84zV20keZ+YNWWnvoygVk+vU="}
Bo Bropom npumepe JSON-¢aiia copep>XKUT HHPOPMAITHIO O AOKYMEHTe, KOTOPBII BbIAAH
rOCYAAPCTBEHHBIM OpraHoM (IaclopT, BOAUTEABCKOE YAOCTOBEPEHHE U AP.).
Awcrunr 2. Bepuduxanus AOKyMeHTa, yAOCTOBEPSION]ero AHYHOCTD
Listing 2. Verification of ID

{

“Data”:

{

“Base64Image”: “/9jjifewjijflkmkiouhy82y2ygl2g...”,

“DoB”: “01/01/1993”

“document_number”: “78632319484”

“expiary date”: “01/01/2025”

2

“SHA256SignedWithEC”:

“MEYCIQDHEuct1U39f+TkKmtOi+7hcrcb6 Ctb8mQUx76 CdIJrMAIhAIOu7Qqyj
U9RJN91gKhaapsZG+KAUwWMW/DEU4S5JxxXNV”

Kak MOXXHO BHAETP U3 IIPUMEPOB, IIOAb30BATEAI0 He HY)KHO IePeAABATh U30BITOYHYIO UH-
¢$opmalyIo, KaK 3TO YaCTO IPOUCXOAUT, KOTAQ AASl TIPOBEPKU BO3PACTa MepeAaloT HaclopT
HAM BOAMTEAbCKOE YAOCTOBepeHHue. B mpumMepe moab3oBaTesb mepepaeT Aulb HHPOPMAIIHIO
0 TOM, 4TO OH cTrapiie 18 AeT, U CBoe BepuPHIMPOBaHHOE H306pakeHne (KOTOPOe MOKHO Haii-
TH B ACHCTBYIOIUX AOKYMEHTAX, YAOCTOBEPSIOMUX AUIHOCTD ). KaXKAbIil mpuMep numeer 3Ha-
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uenne SHA 256 Signed With EC — xem-3xHaueHne o6bexra Data, samu$poBaHHOe 3aKPBITHIM
xato4oM (mapa katoueii crenepuposana c Elliptic Curve Keygen). Aast nocaeayromeit Bepu-
QUKALNY TTOAYYATEeAb AQHHBIX AOAKEH CHHXPOHH3HPOBATb OTKPHITHIE KAIOYH, KOTOPbIE OBIAM
HCIIOAB30BAHbBI TOCYAAPCTBEHHbIM OPraHOM MAHM APYTOH OpraHH3alluel, KOTOpasi 3aHMMaeTCs
CO3AQHHMEM YAOCTOBEpEHHIT AMYHOCTel (AQHHBIE 06 OTKPBITBIX KAIOUAX XPAHSATCS BMECTE C Xe-
IeM TIOATIMCH B OTKPBITOM 6A0KueliHe). 3Hast oTKpbIThii Kalod (public key), Moo pacmud-
posats SHA 256 Signed With EC u noayuuts xem-3HadeHue. Aaaee, IOACIMTAB XeIll 0ObEKTa
Data, Hy>XHO CpaBHMTD TOAYYHBIIMFICS XeIlI C Xelll-3HaueHHeM U3 IoAITcH. Ecau sHaveHus co-
BIIAAQIOT, MOXKHO CAEAATDh BBIBOA, YTO AAHHbIE He H3MEHEHbI, CACAOBATEAbHO, IOAYYEHHOM HH-
$opMaLH MOXKHO AOBEPSTD.

ITpu pa3pa60TKe cHCcTeMbl BepupUKaIUH, IOCKOABKY MHPOpMAIiHs (YAOCTOBepeHI/Ie AWYHO-
CTH) XPaHHTCS HA CTOPOHE [I0AB30BaTeAs], HEOOXOAMMO OBIAO PEIIUTD 3aAady IIEPEAAH BEPH-
unupyeMort HHPOPMALIUH OT OAHOTO YCTPOICTBA K ApyroMy. ITpu aToM BaXkKHO 6bIAO BBIOpaTh
MeTOA MepPeAAur AAHHBIX, KOTOPBIH OBI IIO3BOASIA HCIIOAB30BATh YCTPOMCTBA C PA3AMYHBIME
OIlepaIlMOHHBIMU CUCTEMAMH.

B nepsyto ouepeab 6plaa paccMOTpeHa BO3MOXHOCTD MePeAur AaHHbIX 110 Bluetooth [9]
u Wi-Fi [4]. AaHHBIe TeXHOAOTMH HO3BOASIOT mepeaaBarb Ooablnve o6beMbl HHGOpMALUK
C BBICOKOH CKOPOCTBIO, HO AASI OCYILIECTBACHHUS IIEPEAAUM AAHHBIX TH IIPOTOKOABI TpeOy-
IOT CO3AQHHUS TOYKM AOCTYIIA MEXAY AByMs ycrpoiicTBamu. Co3paHHe ITOAKAIOUEHHS MEXAY
YCTPOMCTBAMH OAHOJ U TOM K€ OIePaIlMOHHOM CUCTeMBI He cocTaBAseT Tpyaa. OpHaKo mpo-
0AeMa BO3HHKAET IIPU HCIIOAb30BAHUH AEBAICOB C Pa3AMYHBIMY OIIEPALIMOHHBIMU CHCTEMAMH.
Ha ceroansiunmit AoeHbp HanboAee pacIpoCTPaHEHHbIMU OLIEPALFIOHHBIME CHCTEMAMH AASL MO-
OuABHBIX ycTpoicTB siBastioTcs i0S 1 Android. ITpu nmomsiTke mepeaars gpaiia MexxAy cMapTo-
HaMM Pa3AMYHbIX OTIEPAIJOHHbIX CHCTEM CMAPTYOH AOAXKEH CO3AATH TOUKY AOCTYIIA K OTOOpa-
3UTD ITAPOAD AASL IOAKAIOYEHHS K Hel, 4TO, B CBOIO OUePEAD, YCAOXKHSET M 3aMeAASIeT IIepeAady
AQHHBIX 1 ITOCACAYIOIIYIO ee BepUPHUKAIIUIO.

Pemenvie 3apaun 6bIAO HAWACHO IPU HAOAIOACHUH 32 pabOTO CHCTEMBI CKaHHPOBAHUS
aBHAOMAETOB IIPH IIPOXOXKAEHHUH KOHTPOASI IIpU Iocaske. Ha ceropAHsmHMIT AeHb HeT HeOO-
XOAMMOCTH PACIlevaThiBaTh OMAET Ha CaMOAET, AOCTAaTOYHO IpepocTaBuTb QR-K0p, KOTO-
PBIfi COAEPIKUT BCIO HY>KHYI0 HHPOPMAIHIO O Iaccakupe u ero moaete. ITockoapky QR code
Version 40 mo3BoasieT XpaHUTb TOAbKO 4296 Char 3HauyeHuit, H300pasKeHNne AOAKHO OBITH CO-
XpaHEeHO ¢ MUHUMAABHBIMU ITOTePsIMHU 1 3aHUMATh 2—3 kB. Tax kax n300paxeHne 3aHUMAeT Ha
30% 6oabLIe MeCTa, KOTAQ OHO 3aKOAMPOBaHO B Base 64, 60Aee KOMITaKTHbIE METOABI KOAUDPOB-
KU MOT'YT OBITb HCIIOAB30BAHBI AASI IIepeAaur U300pakeHus B Bupe String. K npumepy, oarnm
3 CAMbIX KOMIIAKTHBIX METOAOB KOAUPOBOK cuutaercs yEnc [12] (uro osHauaer «3auem kopu-
pOBaTh?» ). DTOT METOA TIO3BOASIET KOAMPOBATh GUTOBYI0 MHPOpPMaLHIo B String Bcero Aumb
¢ 4-7%-M yBeAdeHIeM pazMepa MaMsITH. AAsS AdAbHeRIIelt KOMIIPeCCHH H300paXke s ObIAK
npumenenst JPEG Lossly Compression (60%) u nepesop RGB Bitmap s grayscale Bitmap [3]
Hepea KOMIIPeCCHeR, 9TO II03BOAMAO YMEHBIIUTh pa3Mep H300paxkeHws eme Ha 15%.

AAzopumM ptl60mbl cucmemol eepugémamuu AUYHOCMU

Ha pucynxke 1 mpeacraBAeHO rpaduueckoe OIMMCAHHE AATOPHTMA PabOTHI CHCTEMbI BepH-
¢ukanun amgaocty. Ha mepsoM aTarme ynoaHoMoOYeHHas OpraHu3anus mposepsieT HHPopMa-
ITHIO TTOAB30BATEAS M BHIAAET ITOAITHCAHHbIN SAEKTPOHHBIN AOKyMeHT. Ha Bropom aTare ymoa-
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HOMOYEHHBII OpraH 3alHiChIBAaeT [IEPCOHAABHBIE AAHHBIE B 3AlUIIEHHBIN LIeHTP 00paboTKU
AQHHBIX. AaAee pe3yAbTaT XeIIUPOBAHUS [TIePCOHAABHBIX AAHHBIX IIOAB30BAaTeAS], CTATyCa AOKY-
MEHTA U OTKPBITOTO KAKOYa MOATIHCHIBAETCS 3aKPBITHIM KAIOYOM U ITyOAMKYeTCsl B OAOKYeliHe
(aenenTpasusosanHoM 1UdpoBOM perucTpe). Ha ueTBepTOM 3Tare MOAB3OBATEAb MOAYYAET
IIPOBEPEeHHYI0 POTOrpaduIo C AOIOAHUTEABHOHN HHPOpMAILUeil, HIOATIMCAHHOM YIIOAHOMOYEeH-
Holt opranusanuei. ITocae Toro, kak AaHHBIE ITOAIIMCAHBI, IpHAOXKeHHe reHepupyeT QR-koa,
KOTOPBIN COACP>KUT BepUPUITMPOBAHHYI0 HHPOPMALIUIO O IIOAb3OBaTeAe. AMYHOCTD, KOTOpas
BA@AEET 9TUM BepUPUIINPOBAHHBIM YAOCTOBEPEHHEM, He HYXXAQETCsI B MOOHABHOM yCTPOFKCTBE
nAd nopkaroueHnu k uHTepHeTy. Co3panHbii QR-Kop MOXeT GbITh paciedaTa Ha Oymare HAU
IAACTUKOBOM KapTe. Ha msarom aTame AAsl BepHHKAITMH AQHHBIX ITO 3aIIPOCY OT IIPOBepsIIoIe-
o IOAb30BaTeAb IpepaocraBasieT QR-kop aas mposepku. Ha mecrom sTamne npuaosxeHue npo-
BepSIOIero CUHXPOHU3UPYET OTKPHIThIe KAIOUH, A TAKXKe MOXKET BBIIIOAHUTD AOIIOAHUTEABHYIO
IPOBEpKy CTaTyca AOKyMeHTa (BHI30B OGAEr4eHHOTO KAHEHTA AOCTYIIA, KOTODbIil IIPOBepseT
CTaTyc AOKyMeHTa B 6A0KueiiHe).

. <>
4 N
Cran YC QOEyMEeHTa > <
# - W

TaTye AOKYMEHTA

XEUWHDYHEUMA JaHHLD Blockchain

A

OTEPUITHIA KON
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@~

1 MposepAKLmE %
v

Puc. 1. I'padpudeckoe mpeAcTaBACHHE AATOPUTMA PAGOTHI CHCTEMBI BepHPUKALIHU

B pesyabTare paboThl paCCMOTPEHHOTO BBILIE AATOPUTMA CHCTEMON OYAET IIpOBeAEHA Be-
PpUPHKAIMA AUYHOCTH, IIO3BOASIONAS] HCKAIOYMTD BOSMOXXHOCTH KPaXXHM AAHHBIX Ha ypOBHE
«IIOAB30BaTeAb — IIPOBEPSIONIHI >, HECAHKIIMOHUPOBAHHBIX U3MEHEHHH 3aIICeH B IleHTPAAU-
30BAHHOM 6a3e AQHHBIX U [IPOXOXKAEHIS BePUPHUKALIN ANIHOCTH C HCIIOAb30BAHHEM ITOAAEAD-
HBIX AOKYyMeHTOB. MHTepderic mporpaMmbl BepupUKALUK AMIHOCTH Ha CTOPOHE <IIPOBEPSIO-
Iero> IpeAcTaBAeH Ha pucyHke 2. Takum 06pasoM, M0Ab30BaTeAb 3aBepsieT CBOIO AUYHOCTD
Y BO3PACT (CTapme 19 aer), IIPEAOCTaBUB BepUHIIPOBAHHbIE AAHHBIE 1 COXPAaHHUB CBOIO KOH-
$HACHITMAABHOCTD.
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Puc. 2. Pesyabrar BepuuKanuu AMIHOCTH

3axrouerue

B craTbe npeproKeHa crCTeMa BepUPHKALIMI AMYHOCTU Ha 6a3e TEXHOAOTHH PACIIPEACAH-
HOTO PETHCTPa, KOTOPAsi II03BOASIET HCKAIOUHMTD HE3aKOHHBII COOP IIepCOHAABHBIX AAHHBIX U UX
HCIIOAB30BAHME B MOIIEHHUYECKHX OIEPALHSX, d TAKOKe HECAHKI[HOHMPOBAHHbIE U3MEHEHHs
3amnuceil B 6a3e AQHHbBIX. BAOKYEIH-TEXHOAOIUH B pa3dpabOTaHHOI CUCTEME HIPAIOT BAKHYIO
POAb B MUTHUTALIUM U MPEAOTBpalleHHH PparbCUPHKAIMI YAOCTOBEPEHUIN AUYHOCTH. B Aaab-
HeJllIeM IIOAYYeHHas! CHCTEMA MOXKET OBITh YAyUIIEHA ITyTeM AOGaBACHHUSI BOSMOXXHOCTH CO-
XpaHeHus xeleil mopmmceit B private block chain (x npumepy, Hyper Ledger Fabric). Tawxke
BO3MOXHA Pa3paboTKa HOBOIO CIOCO0a ImepeAadr MHPOPMALMHU C YAYHIIEHHBIMA METOAAMHU
QR-k0AMPOBKH [6; 13] HMAM aBTOMaTHYECKOTO CO3AAHMS 3aKPBITOM M 0€30MIaCHOM TOUKU AAS
nepeaauu MHPOPMALMH TIOCPEACTBOM CKaHMPOBAHHS TOABKO HAEHTHHKATOpa (CeKpeTHOro
3HAYEHH), @ He BCEX AAHHBIX cpasy (UTO MO3BOAMT XPaHUTb H306PakeHUe AYUIIEro KauecTBa).

Awnrepartypa

1. 3amuTa nepcoHaAbHbIx AaHHbIX maruenToB. URL: http://www.remedium.ru/health/Zash-
chita_personalnykh dannykh_patsientov/ (aara o6pamenus: 21.01.2020).

2. «Auma» 1BeTeT: IPOAQKHU IIOAAEABHBIX AOKYMEHTOB BbIpocan moutu Brstepo. URL:
https://iz.ru/880437 /vitalii-volovatov/lipa-tcvetet-prodazhi-poddelnykh-dokumentov-
vyrosli-pochti-vpiatero (aata o6pamenus: 21.01.2020).

3. Black A., Amir B. Choosing Binary or Greyscale Bitmaps: Some Consequences for Users
// EP92: Proc. of Electronic Publishing. [S.1],1992. P. 247-260.

4. Chan B.K.-T, Baril A. System and Method of Ssecure File Sharing Using P2P. U.S. Patent
No. 9,756,1185. S Sep. 2017.

5. FLO Core Integration/Staging Tree. URL: https://github.com/floblockchain/flo (aara 06-
pamenus: 21.01.2020).



praBAEHI/Ie CAOKHBIMH CUCTEMaMU 7 1

Ha6ues C.P, Habues b.P. Cucrema BeprduKariym yA0CTOBepEHHS ANSHOCTHL...

6. Kieseberg P. QR Code Security. Proc. of the 8th International Conference on Advances in
Mobile Computing and Multimedia. ACM, 2010, pp. 430-43S.

7. Lauter K. The Advantages of Elliptic Curve Cryptography for Wireless Security. IEEE Wire-
less Communications 11.1, 2004, pp. 62-67.

8. Micciancio D. Lattice-Based Cryptography. Encyclopedia of Cryptography and Security,
2011, pp. 713-715.

9. Mooring D.J,, Pallakoff M.G. File Sharing Between Devices. U.S. Patent No. 8,260,883.
4 Sep. 2012.

10. Open Index Protocol. URL: https://github.com/oipwg/wiki/wiki/Open-Index-Protocol
(aara o6pamenus: 21.01.2020).

11. Taylor M.B. The Evolution of Bitcoin Hardware. Computer 50.9, 2017, pp. 58-66.
DOI: 10.1109/MC.2017.3571056.

12. Tjin A., Giammarchi A., Rosenthal N. Method and Apparatus for Providing Offline Binary
Data in a Web Environment. U.S. Patent Application No. 13/281,041.

13. Vongpradhip S. Use Multiplexing to Increase Information in QR Code. 8th Internatio-
nal Conference on Computer Science & Education. IEEE, 2013. DOI: 10.1109/ICC-
SE.2013.6553938.

Literatura

1. Zashchita personal'nyh dannyh pacientov. URL: http://www.remedium.ru/health/Za-
shchita personalnykh dannykh_patsientov/ (data obrashcheniya: 21.01.2020).

2.“Lipa” cvetet: prodazhi poddel'nyh dokumentov vyrosli pochti vpyatero. URL: https://
iz.ru/880437 /vitalii-volovatov/lipa-tcvetet-prodazhi-poddelnykh-dokumentov-vyrosli-
pochti-vpiatero (data obrashcheniya: 21.01.2020).

3. Black A., Amir B. Choosing Binary or Greyscale Bitmaps: Some Consequences for Users
// EP92: Proc. of Electronic Publishing. [S.1.], 1992. P. 247-260.

4. Chan B.K.-T, Baril A. System and Method of Ssecure File Sharing Using P2P. U.S. Patent
No. 9,756,115. § Sep. 2017.

5. FLO Core Integration/Staging Tree. URL: https://github.com/floblockchain/flo (aara 06-
pamenus: 21.01.2020).

6. Kieseberg P. QR Code Security. Proc. of the 8th International Conference on Advances in
Mobile Computing and Multimedia. ACM, 2010, pp. 430-43S.

7. Lauter K. The Advantages of Elliptic Curve Cryptography for Wireless Security. IEEE Wire-
less Communications 11.1, 2004, pp. 62-67.

8. Micciancio D. Lattice-Based Cryptography. Encyclopedia of Cryptography and Security,
2011, pp. 713-715.

9. Mooring D.J, Pallakoff M.G. File Sharing Between Devices. U.S. Patent No. 8,260,883.
4 Sep. 2012.

10. Open Index Protocol. URL: https://github.com/oipwg/wiki/wiki/Open-Index-Protocol
(aata o6pamenus: 21.01.2020).

11. Taylor M.B. The Evolution of Bitcoin Hardware. Computer 50.9, 2017, pp. 58-66.
DOI: 10.1109/MC.2017.3571056.

12. Tjin A., Giammarchi A., Rosenthal N. Method and Apparatus for Providing Offline Binary
Data in a Web Environment. U.S. Patent Application No. 13/281,041.

13. Vongpradhip S. Use Multiplexing to Increase Information in QR Code. 8th Internatio-
nal Conference on Computer Science & Education. IEEE, 2013. DOI: 10.1109/ICC-
SE.2013.6553938.



